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—. Pattern King #t%| % China Pattern /4
Pattern King #1%i:

AR 2006 £ 9 HIF@RH#EH ) Pattern King v1&l, &R 4 A [ X AT
TREFIRE A, BRI ER B X R EERS (BUF 48R4 China Pattern). China Pattern
SEAEATERE B AL ([R5 580 MSERE L, NI T E XA B 4790 2 109 2228, O
TR AR (IntelliTrap), A G A& =08 H KN (Generic Rule) FiA, BL& s
DCES 45 35475 B 5 14, mT LUK ARG 0 380 £ 0 2000 R SR 090 2 SIZIRHS B, 4TI $2 7 7 a4k}
FE 7R S RS A U R RN Y SR 8, 2 B P 2 WG,

T X SR B A 5

. China Pattern JET-RIRWFFAD, JTBE IR #5050 [ 20 5HT.
2. China Pattern ZAMIA T W ARGRAT I B W 82, BRAIE 5 1%, JFH
AN
3. China Pattern B T & G895 F AR (IntelliTrap), SiF H (worm) FhnFeit
(1) (Packer) M BT AT AR S A I 22, JRBIT U H0 7.
4. China Pattern JgH T 8 & N@ I (Generic Rule) HAKAL M [F]— Sk )
AN TRV BEAL R, A RS 2, I B AR N 7
5. MU ZCHEM) DCES 453 T 5 bR 14, T LKA Il 380 Fr) 0 R oA 0od 75 5% N B i,
e T ERE.
6. China Pattern [FJTHBE:
FIHFCA R (AT 4. 554, 60)  H EEABREEEAL SCAF (30, 2 MB) K IM iy,
H A A P AR PR A v 1 DX 2505 3 S0 7 e )
. China Pattern T2\ 2006. 9 H#EH BIPLAE OIS —FEZ A, PERRAE.
8. China Pattern CVZe#E) 4 E, MAEA 90%H) % S IELEMH H China Pattern,
SR )2 G,
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Officescan ¥§% China Pattern

2.1 Officescan ¥ China Pattern KI5
774t | OfficeScan 7.0/7.3
Jiik | ik pattern BHTYE
URL http://officescan—p. activeupdate. trendmicro. com. cn/activeupdate/china
& % | B35
JivE | OfficeScan HHEH G > HF (Update) DRSS 2 83T (Server Update)> H )8
(Automatic Update) = HJ§ (Update Source) > HABF FHE (Other Update Source),
W\ LR P) URL,
ESVERF
OfficeScan EHIEHI GO HH (Update) DRSS 2558 (Server Update)> T3 ¥ 5
(Manually Update) > HiE (Update Source) => IHABTF HUE (Other Update Source),
N LR P) URL,
. L
O#ERAE Activelpdate FR&EEE
Hﬁﬁzﬁﬁ (http:/fofficescan-p. activeupdate. trendmicro, comd activeupdat el
e @ EREHE o .
Internet H£IEEL S Ihttp:f,'rofficescan—p. activeupdate. trendmicro. com. onfactiveupdatefchina .)_l
EPEE R 1
8 9F | A OfficeScan BHRFEMIGOH B (Update) DRSS (Server Update) > FahH
J7¥E | B (Manual Update) > 5 Hr (Update), HILREESRAS x. yyy. 60
(FEEJG . 60 452, A REE. 70 5L 80 45)2)
THE I
A& 3. 601. 60
18 FED X IR IEShFEF 1.2, 1029
[ 7B ERR ][<ﬁ@]
BTN i TR S
EET @
A4 il EiEEErRT (A
Eh &g
ek 3. 601. 60 2006-7-25 11:08:58
e | R R MR A e, 140 E A Y B TR R [ B

http://officescan—p. activeupdate. trendmicro. com. cn/activeupdate/china

e
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gi—& Activelpdate fR&-2%-

MEREIE PR R AR G- aE LA )

MREAE FERIEL T A H AR MM BB IR PR AR S-S i
EHPETREMNE

[ iEn [ imiE i fEs: [E»#E2h
i FEFH, IP:
Ty 3

http:/fofficescan—
@1 WOE g, Lo, i | 0L . L Ste 6 p. activeupdate. trendmicro. com. cnfact iveupdate.a’ch@
[Ea 0 [ dmEE e [E*E2Eh
TERZERAE. MREEEPNS .
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2.2 Officescan ¥ China Pattern JGHJ Rollback 5 :

Hl—: FIREZA China Virus Pattern J5, RS ZIB[FI{# ) Global Virus Pattern.

PR IR

1. fIHEEGE, G IRE, SRR SRR IR JE RSS2SR B $aHl
i

rE

RN

HHEIRE: 3. 729,60

iz E AT (A 2006-9-7 14:15:52
SRR - 3. 726,50

ErrE e (A 2006-59-65 0:08:27

PHRESFSHESNTAZR N RETERERITE
rEHAEE

BRI, 2 BLE LR 0O, R R % B, JF R I 424

U, $2omid 5k
=] -] (7]

FricoiE s B tnEa.

ElRfE, WMEDMEES [ ERTREE (ELHNMEEN) BT THhiT. HIRSsamEr
AT I RTE B 2hEFE T MR F LR T 8% .

| <ER | | ZEEMRE | | EFFHAE |

2. CKOREREEUHE, BEC R BRI IRSS A%
B3 EH:
OfficeScan FHEHI G DT H (Update) SRS-4% 8 (Server Update) > H B
(Automatic Update) > H#ii (Update Source) >#&#FAFlH; ActiveUpdate AR%SS
e

FHEH:
OfficeScan HHEHI G >TH (Update) DRE 2T HT (Server Update) > T M
(Manually Update) > H#HUi (Update Source) >#&#FEIF; ActiveUpdate R%:2%.

& —: China Virus Pattern S/ T —Bm M, M ZEFEM Global Virus

Pattern

HAE L BR:

L ATHESG, SEEEDIE IR, R TR SO R I8 R RS54 FI 2 L Fid,
ﬁﬂ:




2 JIa i T Y ST T@P =
rE
RN
HHEIRE: 3. 729,60
i EAtA 2006-9-7 14:15:52
SRR - 3. 726,50
i E et 2006-59-65 0:08:27

PHRESFSHESNTAZR N RETERERITE
rEHAEE

BRI, 2 BLE LR 0O, R R A% B, JF Rl g 424
PR i, $usid s e sh -

=] -] (7]

FricoiE s B tnEa.

ElRfE, WMEDMEES [ ERTREE (ELHNMEEN) BT THhiT. HIRSsamEr
AT I RTE B 2hEFE T MR F LR T 8% .

| <ER | | ZEEMRE | | EFFHAE |

PR TE Y SR, B SO IR RS A

B3 EH:

OfficeScan FHEHI G D> TH (Update) SHRS-4% T8 (Server Update) > H I B
(Automatic Update) > H#iJi (Update Source) >#&#FAFIH; ActiveUpdate AR%SS
iy

FHHEH:

OfficeScan HHEHI G DT H (Update) DRE 2T HT (Server Update) > TN
(Manually Update) > H#HUi (Update Source) >#&#FEIH; ActiveUpdate R%S2%.

PAT T3l B
B OfficeScan HHEHIG>TH (Update) DRSS 58 (Server Update) > T
ZNHH Manual Update) > % H (Update)
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=. #32& China Pattern & 5% (& Intellitrap(& B3 #) FAR)

3.1 Intellitrap '

L. Intellitrap &1 448 A7 7E IR BT R AE BN bot SRR USRS IR SCAF 4R 24T
THEGE, AT PR AR B R PR R

2. Intellitrap BORMCEE I F 44 5 LURAWOINER T unpack BOAR, AT R84 5 &
BERE ST o

PLUF#R2IH) intellitrap 51280 &#8 China Pattern & 5|2,
3.2 7E¥RE IntelliTrap FIEERTF VN ERE (& DH1T)

E% ) f H China Pattern [¥) IntelliTrap BEARWIH, A T8 A 4 05 0 XU B3 241
&, BEAREEBESXS IntelliTrap FEIMIZEA Packer Fl Generic HFABIEM LT W E :

~ Clients Scan Action
'}3 Scan Cptions v Display an alert ressage on the client when a virus is detected
Manual Scan Settings [G Uze ActiveAction- recornmended actions by file type r
Real-tirme Scan Settings " Use customized scan action [Action 2 is only performed if action 1 is not successful)
Scheduled Scan Settings Type Action 1 Action 2
Client Privileges/Settings Joke | Quarantine =
Expart/Import Trajan |Quarantine |
Scan Mow Wiz | Clean =l |ouarantine =l
Cleanup Mow i
Uninstall Clients Test Virus |Pass ;I
View Status Spyware/Grayware |Quarantine ;I
Maotify Install Packer |Pass =1
Rernote Install Generic Clean | |Pass =l
VYerify Connection Other Clean

HEE:
1. DBFEEFFERE, SREE, MEE#HRRERRE ActiveAction b
2. EREERIEEIEHE, (U

a. {8 Packer W B {E Pass I,

b. X5 Generic ff) Actionl ¥ 'E K Clean, Action2 ¥ 'E N Pass.

3.3 WAEE Intellitrap HFH5|%

JAH Intellitrap FREFIFIHIAR, FFEHG Officescan WUREFFIHIGIEE vsapi FHE¢ 3|
8. 511. 1002.

Tk FEHUHT R SS A4R 1) (1 S B



%  TREND,
bJ;IHI;

LR L

ARSI REEX T@: P

http://officescan—p. activeupdate. trendmicro. com. cn/activeupdate/china

3. 4 WHATRIA FH R 58 R

A 44 kR B HET EETE AL
'%d:%wjgﬁ%%@ﬂﬂfﬂl:‘f%rver 2003 7.7 | 0 100

ET =64 FELERF Windows

¥R/ Server 2003 HEREIEPIIEF tud 0 i 0
FHF Tafd FEREHF Windows . ] . -
P/ Server 2003 RFIEFPHNIERF ) =

Windows 95/93/ME BEFIEFHIEF 7.3 0 i} 0%
mETL 4. 802. 60 1 i} 100%
E&d&w&gﬁ%EﬂﬂﬂfﬂPfServer 2003 5 E11. 1002 i 0 e
HET =64 FFELEHE] Windows

¥PSServer 20035 A5 1 5Ly 0 o 0%
FHF Tard FERLEHF Windows

¥P/Server 2003 Me@f3Es |2 £, SIS DL 0 = 0%
Windows 95/93/ME HEFITEIESIEE 8. 320. 1003 0 i} 0%

3.5 WHAHEIA IntelliTrap G ReH#) LR

#7 IntelliTrap & EF1HH) 14 8 packer SCAF, 24 packer—gen. 00X (x=1"6) FIAIN 4

OfficeScan Client

=/
,-*""" TREND MICRO™OfficeScan™

OfficeScan haz detected one or more threats. Check under Result ﬂ

for scan action information.

Click the threat name to wiew manual cleaning instructioms (if ll

B wiruszes found

I ¥irus name I Result -
amples‘updater. exe PACEEE-GEH. 001 OfficeScan de-
amplez‘iogzenc. exe PACEER-GEN. 001 OfficeScan de:
amplesimppenc. exe FPACKEE-GEHN. 001 OfficeScan de-
amples‘updater. exe FACEEE-GEH. 001 OfficeScan de
ampleshogzenc. exe PACKER-GEN. 001 OfficeScan de-

FACEEE-GEN

foi ceScan f'j
»

ok | Help |

amplesimppenc, exe
4 I
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PU. el b3 IntelliTrap HIAGIN
4. 1 AP AR (A 2 IEE IR )
1) FP & afTHERRREN (R

Jiids PR “ BB AN (157 2O SR3C (BITE H 3 FFiRAbEE :

S B A E] Of ficescan B4R HIHEAE B W1 R

FTIF Officescan 2§ v 3= I T :

OfficeScan Main

Enable Eoaming Mode
Update Howl
Dizable Scheduled Update
Dizable Firewall

Irload OfficeScan

i51E Real-time Scan, Manual Scan 1 Scheduled Scan "L N % E :

€ 0fficeScan Client
File | Options Help

Maral Scan

Scheduled Scan
Sean |Sca.n Kesults | Enterpri

RIS
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]

Manual Scan Real-time Scan I Scheduled Scanl

Real-time Scan {" Incoming f Outzeing * Incoming and Outgzoin
— File types to scan —Scan target
" 411 =scammable file: [~ Sean floppy at shutdown

{% Use IntelliScan: True file type ide [~ Scan network driwe

W Scan compressed fil
) e Bl Sl Edit o F

Edit
[~ Scan for Spyware/Graywars —] I

— Scan action

[+ Enable alert message when wirus detected

" Use hetivehction: Intellizent actions updated with g

{* Uze customized =can act Customize |7 Back up files before clea
Quarantine |]-[TTP:HID. 28.132.61 |
T m | wmE |

PN PN S s e P N B L i
x

You can exclude certain directories from scanming if you think
that they are safe from security threats.

—Exclude specified directories
[# Including Trend Micre products

Eemove

—Exclude specified files

Add

Remove

—Exclude specified file extensions.
Extension list: Filez extension to

o =
ART ﬂ Default
BAT a |
BIN

BOQ

CAE e
. [ «
I Add extensinnl

0K | Cancel |

E L

HLAABEE 1575 T LA S 26 B 03T sl 3 B A0«
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2) FPRAZIRRO EOCHE) Bl#EaRRH, HI/E WhitePattern
X TR SRR — B BRI R 1
W PR KRG R IROCEE, $TRIN% CEM: virus) 48Rk zip G442 H
#FRHF China Pattern & FIHIAH :

China Pattern@trendmicro. com. cn

VERC MBAE A A FA” R XXX ] IR AT DU A R
4.2 MR TEFRINETIRR, RATAEA R AR
B BEETT K I PackerCollector HEWAE packer (ML) .
FEB AR B[] Packer zip BLIEAZ BHEHARIE: China Pattern & HHBHS:

China Pattern@trendmicro. com. cn

VERE: WA U7 RN Packer” TR+ XXX AH] 7, XA ] LLINGE AL FE R

4. 3 R PBlE; Packer—Gen. xxx A LT E

el
Packer Gen. xxx (001 006) +& China Pattern £ R A SERR T, % B3 e
A LA R, 75 E R A H sk R E B . Hara SR S — ok
Packer—Gen. xxx EI‘]/J\I,E:, AT HA UL AT A ] 5e st o BAR B 2
xR 45t 1) Readme

W2 CL T HuE R4 Packer W TR, WAR S8 HOS Kk H]
China Pattern@trendmicro. com. cn, A& M EFAREE,

Packer Y4 T H.:
http://support. trendmicro. com. cn/Anti—Virus/China—Pattern/Pk tools/PackerCollectionT
ool/

F. DCE 5.3 EEFRBHEBHRER
5.1 DCE 5.3 &7

DCE (Damage Cleanup Engine)5.3 i3RI FI kG 8 T B, DCE5.3 f£F Rk
DCE3. 98 [W3&AMli I, X1 Toikig bR Joikbe B M sl FH T 5 REMEEAR, AT aT LA =i B
EEIHE

5.2 DCE5. 3 B 10 B

10


mailto:China_Pattern@trendmicro.com.cn
mailto:China_Pattern@trendmicro.com.cn
http://support.trendmicro.com.cn/Anti-Virus/China-Pattern/Pk_tools/PackerCollectionTool/
http://support.trendmicro.com.cn/Anti-Virus/China-Pattern/Pk_tools/PackerCollectionTool/
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2% Hot £ix R #] 3245 DCES. 3, 4R 5 4 TF 2 Huhik35 17 China Pattern AU, 5t 55 351 31 DCES. 3.
ST Officescan ANEIIRA, FFE 23 AE 1 Hotfix:

Officescan?.0 9MZ3E hotfix 1286 A7 %F DCES. 3

A fRj A SO :

http://support. trendmicro. com. cn/TM-Product/Beta/pk2006/DCE 5.0 hotfix/0SCE7.0/osce 70 win sc

hfb1286. exe

B) FIhK:

http://support. trendmicro. com. cn/TM-Product/Beta/pk2006/DCE 5.0 hotfix/0SCE7.0/osce 70 win en

hfb1286. exe

Officescan?. 3 W43 hotfix 1120 DL $F DCE5. 3
A) RS :

http://support. trendmicro. com. cn/TM-Product/Beta/pk2006/DCE 5.0 hotfix/0OSCE7.3/osce 73 win sc

hfb1120. exe

B) HIChK:

http://support. trendmicro. com. cn/TM-Product/Beta/pk2006/DCE 5.0 hotfix/0SCE7. 3/osce 73 win en

hfb1120. exe

$&11) China Pattern AU

http://officescan—p. activeupdate. trendmicro. com/activeupdate/apac

I\ H7 2] DCE5. 3

1R EEERER 874 1 il 100%

[B] R/ A BN R R AE TS 266 1 1] 100%

THER S | 5.3. 1103 1 i 100%

‘ i PR K IS IREhFR R 1.2.1020 1 i 100%

75. HAh = & China Pattern &

oAty i ZEH828 China Pattern iy ZEIE&AN ™ i i SE BT URL 457 i) 21 LA T ST o -
TMCM: http://cm—p. activeupdate. trendmicro. com. cn/activeupdate/china
CSS/CSM3. 0: http://csm—p. activeupdate. trendmicro. com. cn/activeupdate/china
CSS/CSM3. 5: http://csm3—p. activeupdate. trendmicro. com. cn/activeupdate/china
IGSA1.0/1.5: http://igsa—p. activeupdate. trendmicro. com. cn/activeupdate/china
IWSA3.1 : http://iwsa3l—-p. activeupdate. trendmicro. com. cn/activeupdate/china
SMD3. 0:http://smln—p. activeupdate. trendmicro. com. cn/activeupdate/china

SMEX7 :http://smex—p. activeupdate. trendmicro. com. cn/activeupdate/china

SPNT :http://serverprotect—p. activeupdate. trendmicro. com. cn/activeupdate/china

11


http://support.trendmicro.com.cn/TM-Product/Beta/pk2006/DCE_5.0_hotfix/OSCE7.0/osce_70_win_sc_hfb1286.exe
http://support.trendmicro.com.cn/TM-Product/Beta/pk2006/DCE_5.0_hotfix/OSCE7.0/osce_70_win_sc_hfb1286.exe
http://support.trendmicro.com.cn/TM-Product/Beta/pk2006/DCE_5.0_hotfix/OSCE7.0/osce_70_win_en_hfb1286.exe
http://support.trendmicro.com.cn/TM-Product/Beta/pk2006/DCE_5.0_hotfix/OSCE7.0/osce_70_win_en_hfb1286.exe
http://support.trendmicro.com.cn/TM-Product/Beta/pk2006/DCE_5.0_hotfix/OSCE7.3/osce_73_win_sc_hfb1120.exe
http://support.trendmicro.com.cn/TM-Product/Beta/pk2006/DCE_5.0_hotfix/OSCE7.3/osce_73_win_sc_hfb1120.exe
http://support.trendmicro.com.cn/TM-Product/Beta/pk2006/DCE_5.0_hotfix/OSCE7.3/osce_73_win_en_hfb1120.exe
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G BHRR AR

¢ 800 %9 Jn#sk 1 800-820-8839

& EEH IR service@trendmicro. com. cn

@ China Pattern WA R Packer % FA FEASALEE L A HIAH :

China Pattern@trendmicro. com. cn (A& : X T HAbhav4F, AT AL 2L
& EAREHP ML www. trendmicro. com. cn

€ JiF AW www. trendmicro. com. cn/vinfo

@  PCARER A I ftp. trendmicro. com. cn

W #1800 H GG # X M2 Service HEFTHT 157E W H C A2 China Pattern JH /7 204 1874
W H SN FERFIRA o
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